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CoxpaHAA npouwuioe, Mbl 3aLyMiiaeM Balue 6yayuiee




YnaneHHas 3aliuTta
pPe3epPBHbIX AAHHbIX

5|/|3H€C-I/IH¢OpMaL|I/IH — »KM3HEHHO BaKHbI KanmnTan KOMMaHuu

CoxpaHHOCTb JaHHbIX M rapaHTA 6ecnepeboiHOro AOCTyNa K MHPOpMaLum — KioueBoe

Tpe6OBaHVIe 6u3Heca B COBPEMEHHDbIX yCNIOBUAX

MoTeps AaHHbIX B pesysbTate MpPYPOAHbIX KaTacTpod, Noxapos,
caboTaxa NMBO YenoBeueckrx OWNBOK MOXKET MOSIHOCTBIO Pac-
CTPOWTb BU3HEC-NPOLECCH KOMMaHWM 1IN e HaHecTV Hemnonpa-
BMMbIVI Bpef, ee penyTauuu.

Co3naHvie HanexHo 1 6e30MacHO CUCTEMbI PE3EPBHOIO KOMMPO-
BaHWA [aHHbIX — rapaHT1s TOro, YTo Ball GM3HEC 3allMLeH OT He-
NpeaBuaeHHON NoTepy BaxKHOM MHbOopMaLmn. [Ina obecnevyeHus
HEOOXOAMMON 6e30MaCHOCTM BaLLK PE3EPBHbIE KOMUW [OKHbI Ha-
XOOUTLCA B Hanbosee HafeXKHOM, TEXHUUYECKM OCHALLEHHOM MeCTe
— BHE 0DMCa KOMMAHWV, aBTOHOMHO 1 6€3 BO3MOXHOCTU HECaHK-
LUMOHMPOBAHHOIO AOCTYNa.

«llo cmamucmuke, 90% KomnaHuu, nepe-
XKUBWUX Cepbe3Hyo nomepro c8oUX OaH-

HbIX, 8bIX00AM U3 bU3Heca 8 meyeHue
08yx Jiem nocsie npousoweouwezo»

London Chamber of Commerce, 2005

MHOroneTHMU OnbIT 1 COOTBETCTBME BbICOKAM COoBpeMeHHbIM
CTaHgapTam KavyecTBa

Iron Mountain (AipoH MayHTeH) — MUPOBOW Naep B 0611acTH yC-
AT N0 3aluTe Pe3ePBHbIX JAHHBIX, MX BOCCTAHOBEHWMIO, @ TaKkxKe
B obecneveHrn becnepebonHOCTN B13HEC-NPOLECCOB KOMMaHNI
B Cllyyae popc-MaxopHbIx cuTyaunii (Disaster Recovery Services).
Yxe 6onee 50 NeT Mbl MOMOraem Kak KpyrnHenwmm npeanpuaTi-
AM, TaK ¥ MasiblM KOMMaHUAM MO BCEMY MUPY 3alUmLaTb OU3HEC-WH-
dopmaumio, @ MpU BO3HUKHOBEHUW aBAPWIMHBIX CUTYaLMIA — BOC-
CTaHaB/MBaTb HE3aMEeHMMble JaHHbIE.

Bnaropapa KpynHewwwen MexayHapoaHon MHOPaCTpyKType cei-
doBbIX XpaHunuLy Iron Mountain, cneuyanvsrpoBaHHbIM aBTOMO-
OUNAM 19 MHKaccaumMn AaHHBIX, TWaTenbHO pa3paboTaHHbIM Npo-
ueaypam, Mbl obecreunBaem MakCMManbHylo 3aluTy 1 CoXpaH-
HOCTb Balllei MHGopMaLMK, YCTPAHAEM PUCKI ee NOoTepu 1 rapaH-
TYPYeM HenpepbIBHOCTb pPaboyero npouecca B clyyae Hernpensm-
[eHHbIX 06CTOATENbCTB. HalK yCnyri OTBEYAIOT MEXAYHAPOAHBIM
CTaHAapTam kayecTBa BS4783 no 3awmte gaHHbix 1 1ISO9001-2000
NO COOTBETCTBUMIO KauecTBy NpoLenyp.

www.ironmountain.ru

Haw KBannouumMpoBaHHbI NepcoHan perynapHo NMpoxXoamuT at-
TecTaumio Ha cobnofeHvie npasui 1 TpeboBaHMI 6e30macHoC-
TV ¥ KoHOUAeHUManbHocTK. Paboune npoueccs lron Mountain
MO XPaHEHWIO Pe3ePBHbBIX [aHHbIX NPOBEPEHbI 1 OTTOYEHbI MHO-
rONeTHVM OMbITOM, a MCnonb3yemble [T-nnatdopmbl afanTMpoBa-
Hbl AnA Hanbonee 3GPeKTUBHOrO ynpaBneHna BCen XpaHaLLenca
VHbOPMaLMen. Hawm KNneHTbl Nob3yloTCA BCEMVPHbBIM OMbITOM,
NOAAEPKKOM 1 rnobanbHbIMK pecypcamu ron Mountain. Mbl pa-
60Taem 6onee vem € 98% KpynHENLWMX KOMMIAHUIA MPa, BXOAALIMX
B pentuHr Fortune 1000.




Begywme BHeodUCHbIE CPeACTBa 3aLMTbl UHOPMALUN

MonHbIA cnekTp ycnyr Iron Mountain no 3awwmre aaHHbIX obec-
neunBaeT xpaHeHVe pe3epBHbIX KOMWK, ObICTpOe BOCCTaHOBIIE-
HWe MHGOPMaLMM U AOCTYN K Pe3ePBHBIM JaHHBIM, rae ¥ Korga bl
OHW BaM HV NOHaA0OUNNCL — 24 Yaca B CYTKW, 7 AHEN B Hefenio,
365 fHew B rogy.

OneKkTpoHHoe xpaHeHue (Electronic Vaulting)

PesepBHoe KonuposaHune cepsepos 1 MK aBToMaTUYeCKn 1 no-
CNEeAoBaTeNbHO BBINOMHAETCA B PEXMME PeanbHOro BpemeHw,
aBTOHOMHO AybnvpyeTca Ha OTAenbHbI cepsep, obnagatowmnia
BbiCOYaliLIen CTerneHblo GU3MYECKOW U SNEKTPOHHON 3aLUTHI.
/icnonb3ysa nyylive B CBoeit cdhepe 3anaTeHToBaHHble TEXHOOMY,
Takmx Kak LiveVault u Connected, Iron Mountain 6epeT Ha cebs
00A3aTenbCTBa M OTBETCTBEHHOCTb MO YNPABAEHMIO BallMMK pe-
3ePBHbIMM KOMUAMM 11 TEM CaMblM NO3BONAET BaM COCPEAOTOUNTb-
CA Ha OCHOBHOM B13Hece, Nepefas ynpasieHne 3alnTon KU3HeH-
HO BaxHOW MHopMaLmK npodeccmoHanam ¢ bonee yem naTuae-
CATUNETHUM CTaXKEM.

XpaHeH ne aNeKTPpoOMarHUTHbIX HocuTenen

PesepsHble konuy cepsepoB PasMeLLaloTcA B COBPEMEHHOM aBTO-
HOMHOM cendpoBOM xpaHunuLye (vault) ¢ MHOroypoBHEBOW CuCTe-
MOV 3alWnThl. [TPOBEPEHHbBIN KOMNETEHTHBIA NEPCOHAN U Hafaex-
Hble TPaHCMOPTHbIE CPeACTBa MO3BOMAIOT MAKCKManbHO Hbesonac-
HO MPMHMMATb HOCKUTENM Y BaC B oduce 1 TPaHCMOPTMPOBATD WX
K Ham Ha xpaHeHwue. [InAa Kaxaoro KnveHTa onpefenaeTca pacnu-
CaHvie poTalmy HoCKTENel B CyYae 1x pPerynapHon nepesanmuciu.

ApxmBauus HocuTenel noboro Tuna

TakxKe Kak MOCTOAHHOE pe3epBHOE KOMMPOBaHKVE BalUMX AaHHbIX,
MX ONVTENbHAA apxMBaLMA ABNAETCA BaKHeMWUM TpeboBaHMeM
B COBpEMEHHOM OU13HeCe, yunTbiBaA OMPOMHOE YMCIO PasNUHbIX
perynnpyoLmnx Hopm 1 npasun. Cepsuc lron Mountain no gonro-
CPOYHOI apXMBaLMmn HoCKTenel NobbIX TUMOB 06ECNeYNT XpaHe-
HVe BalMX [JaHHbIX B COOTBETCTBUN C CYLECTBYIOLUVMN MEXYHa-
POAHBIMM HOPMaMKX 1 NPaBuiamy B MakCMManbHO 6e30MacHbIX v
HaAeXHbIX YCNOBUAX. Bbl MOXeTe XpaHUTb JaHHble Ha JOArOCPOY-
HOW OCHOBe ¥ 0bpaLlaTbCA K HUM, KOrfa OHW Bam Heobxoaumbl
B MOJHOW YBEPEHHOCTY, UTO AaHHbIE HMKOTAA He OyAyT yTepaHbl.

OnepatrBHOe BOCCTaHOB/IeHMe 613HEC-NPOLLecCoB
B popc-MaxKopHbIX 06CTOATENBCTBAX

Mpepanaraa ycnyri No BOCCTaHOBAEHMIO O13HEC-NPOLECCOB B Cy-
uae ype3BblyaliHbiX OOCTOATENBCTB U OPUEHTUPYACH Ha CheUnduKy
Ballero 6u3sHeca, Iron Mountain obecneurBaeT Bam rOTOBHOCTb K
HenpeaBUAEHHbIM CO0AM B MOBCEIHEBHOM paboTe 1 CNOCOBHOCTb
BOCCTAHOBUTb [iaHHble W BEpHYTb OM3HeC-npoueccs B paboyee
PYCIO faxke B Cilyyae yTpaThl odurca. Mbl momoxkem Bam 10, BO Bpe-
MA 1 nocne 6eACTBMA — NPefoCTaBMM NPOGECCHOHaNbHDBIN aHa-
N3 CUTYaLMK, MPOKOHCYNETUPYEM, BOCCTAHOBUM pPe3epBHble aH-
Hble 1 obecneurm pabounmn MecTam Ans NoAAepKaHnsa Henpe-
PbIBHOCTY BalMX O13HEC-NPOLECCOB.

Muposasa cmamucmuka Iron Mountain:

« 98% knueHmMos nosasbHsl ron Mountain u He MeHSOM
HAc Ha Opy2ux NOCMAsUUKO8 yCI1y2

- bonee 40% knueHmos Ha4yasau compyoHu4ams c lron
Mountain no pekomeHOauuu Opy2ux HaWux KJUEHMO8

+ KomnaHus, nepsoli noonucaswas KoHmpakm c Iron
Mountain e 1951 200y 8 CLLIA, u no celi 0eHb ocmaemcs
HAWuUM K/1ueHmom

Hawn nposepeHHble Npoleaypbl MO BOCCTaHOBAEHMIO PaboTo-
CNOCOBHOCTM KOMMaHWUI, HEOOHOKPATHO Ge3ynpeyHo cpaboTas-
e B peanbHbIX GOPC-MaKOPHbBIX CUTYaUUAX, ABNAIOTCSA Oe3ycnos-
HOW rapaHTMel Toro, Yto lron Mountain — 3TO KOMMNaHMA, Ha KO-
TOPYIO MOXHO MONOXWTLCA BO BPEMA CUTYaLMIA, YrPOXaloWmnx Ba-
wemy 6rsHecy.

YnaneHHanA 3awuTa pPe3epPBHbIX AaHHbIX




Kak Iron Mountain cMoXkeT NomMoYb Bam 3aWnUTUTb
pe3epBHble JaHHble

XpaHeHvie 3N1eKTPOMarH1THbIX HOCMTeNen OCyLLeCTBAETCA B Cre-
UManbHOM cendpoBOM XpaHmnMLLe C TPEXYPOBHEBOW CUCTEMON A0-
CTyna, BUAeOHabMNoAeHEM 1 Fa30BOM CUCTEMON MOXKAPOTYLIEHNA.
CreHbl celidpa CKOHCTPYMPOBAHbI 113 YeTbIPEXCNIOMHOIo MaTepurana,
NpPenATCTBYoLEero Gpr3nyeckomMy BTOPKEHMIO 1 BbICOKOK TeMnepa-
Type — npwu BHelwHeM Bo3aencTamm +1500°C Temnepatypa BHyT-
pv n3MeHaeTcA B npefenax +2°C. B xpaHunuile noaaepxmsaeTca
Hanbonee GNArONPUATHBIA PEXMM XPAHEHWUSA SNEKTPOMArHUTHbIX
HoCUTenen — onpefeneHHasa TemnepaTypa W BnaxHoCTb. Ceit-
boBOe XpaHMnuLLe pa3MelleHo B OTAeNbHO CTOALEM TepMyHane,
ynpasnsemom Iron Mountain, 4To No3BonaeT obecneunTb Makcu-
MasbHbIM ypoBeHb Gpur3nyeckoi besonacHocTv. OTBETCTBEHHOCTb 1
npasa COTPYAHNKOB [ron Mountain 4eTko pernameHT1pyoTCA B CO-
OTBETCTBUM C KaTeropuAamMM AOCTYNa 3N1eKTPOHHON CUCTEMON pas-
FPaHMYEHMA 1 KOHTPONA JOCTYNa NO MarHUTHBIM Kiloyam. Ynpas-

Pe3zepsHbie 0aHHbIEe 8 CAMOM HAOeX-
HOM U 6e30nacHoM mecme — 8 cheyud-
JIU3UpPOBAHHOM celigho8OM XpaHusuuje
noo 3awjumod Iron Mountain

NeHvie XPaHeHNem 3NeKTPOMArHUTHbBIX HOCUTENeN OpraHM3oBaHO
NOCPEACTBOM CUCTEMBI LUTPUXOBOTO KOAMPOBAHUA W YHUKaNbHOM
CMneunanv3npoBaHHON KOMMBIOTEPHOM CUCTEMbI, MO3BONAIOLWEN
MOSIHOCTBIO OTCNEXMBATb UX XKIM3HEHHbIV LK. LUTprxoBoe Koam-
poBaHWe obecneyrBaeT aHOHUMHOCTb XPaHeHNA JaHHbIX.

[ron Mountain — M1POBOW NIMAEP NO XPAHEHNIO
SNEKTPOMArHNUTHBIX HOCKTENEN.

Iron Mountain ynpasnsaeT ceTbio 000pyA0BaHHbIX CendoBbIX Xpa-
HUANLLY NO BCeMy MUPY. Mbl MOCTOAHHO MHBECTMPYEM B HalW Tep-
MVHasbl, BHEAPAEM Camoe coBpeMeHHoe 060pyAoBaHMe, 0byyaem
COTPYAHMKOB, 0becneymBasa KpaiHe HWU3Kylo POTaLMio NepcoHa-
na. bnarogapsa HageXHbIM BbICOKONPOGECCMOHANbHBIM COTRYAHN-
Kam, paboTalolwm Ha 6onee uem 600 onTUManbHO 0bopyaoBaH-
HbIX TEPMMHANax B pasnuuHbix CTpaHax, Iron Mountain npeanaraet
Hanbonee coBpemeHHble NPodecCcMOoHanbHbIe peLleHus, oTeYato-
wme Bawmm TpeboBaHWAM B 0OMACTU 3aWMTbl JaHHbIX ¥ ynpasne-
HUA VM.

B HacToAwee Bpemsa Iron Mountain xpaHuT 6onee 80 MUIIMOHOB
INEKTPOMArHUTHBIX HOCUTENel CBOWX KNMeHTOB B Gonee dem 83
CTpaHax Mrpa.

© 2006 Iron Mountain Incorporated. Bce npaBa 3aperncTpmpoBaHbl.

CnosecHoe o603HaueHue lron Mountain u m3o6pameHme ropbl ABMAETCA 3aperncTpMpoBaHHbIMU TOBAPHbBIMW 3HaKamu.

KpaTko 06 Iron Mountain

Yxe 6onee 50 net Iron Mountain ABNAeTCA MUPOBBIM NMAEPOM
B 06/1aCTV YCAYT NO XPaHeHWIo 1 3aluuTte nHGopmMaLmmn. KomMnaHmna
obecneyvBaeT be3onacHoe v 3GGeKTUBHOE XpaHeHVe [aHHbIX B
OYMaKHOM 1 SM1EKTPOHHOM BUAE, NPefOCTaBNAA ONepaTVBHbI A0-
CTYN K HUM NpuW COOMIOAEHMN CTPOMUX NPaBUA KOHOUAEHUMANb-
HOCTW. Iron Mountain npepnaraeT NOMHbIA KOMMNEKC YCayr Mo yr-
paBAeHNIo faHHbIMM:

+ ynpasneHune apxnamm JOKYMEHTOB

+ 3alyMTa M XpaHeHVe pe3epBHbIX AaHHbIX

+ pe3epBHOEe KOMMPOBAHWE AaHHbIX B PEXIMME OHMaNH

+ pe3epBHOE KOMMpoBaHu1e HOYTOYKOB M Nobbix pabourx
CTaHUMI B PEXMME OHNANH

+ Co3AaHve UMdPOBbIX apXMBOB

+ YNpaBneHna SNeKTPOHHbBIMMN JOKYMEHTaMM

+ AYTCOPCHHT B13HEeC-NpoLEeccoB

+ BOCCTaHOB/EHMe OU3HEC-NPOLLECCOB KOMMAHWMI B Clydyae
bopc-MakopHbIX CUTYaL i

Halww 3HaHWA 1 NPodecCcMoHanbHbIN OnbIT, rnobanbHble Pecypcs
1 TEXHOMOMMM NOMOTYT Ballemy Ou3Hecy A0OUTbCA BCEX MOCTaB-
NIEHHbIX Lienen.

Cuctema Litpuxosoe 3awuTa ot Temnepa-
pasrpaHuyeHus KoanpoBaHue TYPHOTO 1 MeXaHuyec-
noctyna KOro BO3JeiCTBIA

3awmTa oT 31eKTpo-
MarHMNTHbIX BO3-
[encTeun

Camo3sakpbiBa-
owmecs asepn

Cucrema KNUmMaT-KoOHTpoOnAa

A RONMOUNTAN

(495) 7305221 . 7305277

info@ironmountain.com.ru

‘ www.ironmountain.ru



